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Abstract
Commodity switches are ubiquitous in production networks, yet
their fixed-function packet-processing behavior remains largely
opaque: vendors provide coarse documentation and control in-
terfaces, but not an executable specification of how packets are
processed under interacting feature compositions. Operators can
probe hardware to answer individual questions, but these efforts
do not scale and rarely yield a reusable semantic contract. This pa-
per proposes Lumen, a neuro-symbolic approach to automatically
construct a high-fidelity behavior model of a blackbox switch. Our
key insight is to cast switch modeling as a behavior-space learning
problem with counterexample-guided alignment: first grow a model
hypothesis to cover an increasingly large portion of switch behav-
ior through incremental synthesis and model-centric alignment,
then explore the long tail with hardware-centric alignment and
constrained global repair. The resulting behavior model provides
an executable specification that enables configuration preflight val-
idation, semantic diffing across devices and versions, and precise
failure diagnosis. We instantiate Lumen in an initial prototype and
report preliminary validation results that demonstrate feasibility.

CCS Concepts
• Networks → Network experimentation; Network manageabil-
ity; • Software and its engineering→ Software verification and
validation.

Keywords
black-box switch modeling, network experimentation, P4, program
synthesis, network verification
ACM Reference Format:
Daqian Ding, Ziqian Liu, Zhixiong Niu, Ziyu Mao, Jingyu Wang, Yongqiang
Xiong, and Yiming Qiu. 2026. Towards Learned Switch Behavior Modeling.

This work is licensed under a Creative Commons Attribution 4.0 International License.
APNet ’26, Singapore, Singapore
© 2026 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-2664-4/26/08
https://doi.org/10.1145/3820441.3820465

In The 10th Asia-Pacific Workshop on Networking (APNet ’26), August 6–
7, 2026, Singapore, Singapore. ACM, New York, NY, USA, 8 pages. https:
//doi.org/10.1145/3820441.3820465

1 Introduction
Network switches are the backbone of modern networking, un-
derpinning communication in data centers [1, 12, 50, 64], edge de-
ployments [45, 60], and the public Internet [34, 46, 59]. Yet in most
production settings, the switches that carry this traffic are commod-
ity, fixed-function ASICs whose packet-processing semantics are
largely opaque to their users [8, 37, 38]. Vendors expose documen-
tation and controller APIs, but these interfaces rarely constitute
an executable specification of how packets are parsed, matched,
modified, and forwarded—and they also fail to precisely describe
how control-plane rules interact with the data plane packets under
complex conditions. Programmable white-box switches such as
Tofino exist [2, 20], but they are not the dominant installed base
across heterogeneous operational networks.

This opacity creates a persistent semantic gap: operators are
forced to infer switch behavior empirically, a process that is combi-
natorially complex, poorly interpretable, and inherently heteroge-
neous [25, 28, 66]. While the hardware can serve as a ground-truth
oracle for individual experiments, it does not provide a reusable
semantic contract: the outcome of one debugging session rarely
translates into a check that can be applied to future configurations,
different devices, or firmware versions [17, 24]. As a result, opera-
tional knowledge accumulates as fragile, informal rules of thumb
and workarounds, and each change risks invalidating prior assump-
tions and reopening the same uncertainty. What’s missing is a
user-available, executable behavior specification of the deployed
switch—one that enables validation of configurations, semantic
diffing across devices or versions, and reproducible diagnoses.

A natural way to provide such an executable specification is to
express switch semantics in programmable switch languages (e.g.,
P4 [6, 43], NPL [7]), which directly captures packet processing
behavior while remaining executable and compatible with an estab-
lished ecosystem of compilation and validation toolchains [13, 47,
65]. Indeed, vendors and prior research have used programmable
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switch specifications as executable references when validating fixed-
function switch implementations during development [2, 26, 41, 42].
However, these models rarely reach the users: they are typically
vendor-internal artifacts [2], and most legacy or commodity fixed-
function switches ship without any public, faithful behavior model.
More importantly, even if a model does exist, producing and main-
taining it is still a manual, per-device effort that does not scale to
heterogeneous fleets and continuously evolving ASIC pipelines.
Thus, the bottleneck is not testing a model; it is acquiring and
maintaining the model.

In this paper, we argue that programmable switch specifications
are the right vehicle for fixed-function switch modeling, but they
should be coupled with a user-centric, automated workflow that
can distill and reconcile messy, incomplete sources of truth into
a faithful model without months of manual reverse engineering.
Our goal is to automatically construct a high-fidelity semantic twin
of a fixed-function switch, such that given the same control-plane
state and ingress packets, the switch twin produces the same ex-
ternally observable outcomes as the hardware: whether the packet
is forwarded or dropped, which egress port is chosen, and how
headers are rewritten. Rather than claiming universal equivalence,
we seek fidelity across broad configurations and traffic through an
alignment loop that progressively expands covered behaviors and
shrinks residual disagreement with the hardware.

At first glance, this may appear to be a daunting active learning
task [11, 14, 33, 53, 54, 61]. Fortunately, unlike general-purpose
software, a network switch features a highly specialized packet
processing pipeline: its data plane behavior is largely a restricted,
ordered composition of header parsing and table match-actions, pa-
rameterized by control-plane rule state. This restriction creates two
key opportunities. On the one hand, the pipeline admits a natural
decomposition with clear boundaries: each processing stage oper-
ates on a well-defined set of header fields and metadata, and the
controller API explicitly exposes the schema of matches, priorities,
and actions. On the other hand, since the semantics are bounded
and discrete, switch behavior modeling is unusually amenable to
automated reasoning: candidate models can be systematically exer-
cised and refuted by compact counterexamples (i.e., specific packets
and rules) that pinpoint semantic mismatches [44, 62, 63]. Together,
these properties make it plausible to use a neuro-symbolic work-
flow: an AI agent can propose and patch behavior models, while
symbolic reasoning and refinement keep the synthesis grounded in
the hardware’s observable behavior.

Building on this opportunity, we organize switch twinning as
a learning roadmap that progressively narrows the gap between
the behavior space of the hardware switch and that of the current
model hypothesis. The first phase, incremental synthesis, focuses
on expanding the hypothesis so that it covers an increasingly large
portion of the switch’s functionality. It grows the behavior model
in a guided order, extending parsers and stages along the natural
boundaries of packet processing. This keeps each intermediate
hypothesis executable and testable, and prevents mistakes from
cascading across features. Once the model has grown to cover the
major pipeline, the remaining discrepancies tend to concentrate
in long-tail interactions that are hard to infer. The second phase,
global repair, is designed to close this residual gap. It performs
refinement on the existing model hypothesis with a small set of

bounded edits, so that each fix has a limited blast radius and can
be validated in isolation. In effect, incremental synthesis builds a
broad, faithful sketch of switch behavior, while global repair uses
targeted refinements to close the long-tail gaps that matter to users.

To make the above roadmap work, the central challenge is to
align the model with the hardware in a way that actively guides
both phases of learning. Switch behavior is highly combinatorial:
subtle mismatches may only surface under specific combinations
of packet headers, pipeline conditions, and control-plane rules.
We therefore build a phased alignment engine that systematically
searches the switch behavior space and turns discrepancies into
actionable guidance for synthesis and repair. During incremental
synthesis, we use model-centric alignment to steer growth: for the
current model hypothesis, we generate tests that systematically
exercise its reachable execution paths and check them against the
hardware early, so that large semantic gaps are corrected before they
propagate into later stages. For global repair, we shift to hardware-
centric alignment that treats the switch as the oracle, replaying
representative packets and rules drawn from real traces to expose
long-tail feature interactions that initial AI-based exploration may
not encounter. When this global alignment detects a mismatch, we
invoke targeted differential localization, where counterexamples
are systematically mutated under semantic constraints to isolate
the minimal trigger and pinpoint the responsible pipeline condition.
This localized diagnosis is then fed back as a precise repair request,
closing a tight loop from verification to localization to refinement.

The rest of this paper outlines our technical roadmap, and presents
initial results as validation.

2 Motivation
2.1 Understanding switch behavior is hard
Operating switches is a crucial aspect of modern network manage-
ment, yet understanding switch behavior remains challenging. A
myriad of factors come into play.
Opaque sources of truth. For commodity fixed-function switches [8,
38], the only sources of truth available to operators are text doc-
umentation plus a controller API schema that describes which
features exist and how to configure their knobs. What is often miss-
ing is the semantics that actually determine behavior: the precise
packet-processing order, match precedence, table-miss handling,
implicit gating conditions, and header rewrite details that decide
whether a packet is dropped, forwarded, or modified [6, 36, 51]. This
opacity is harmful because it prevents operators from accurately
predicting the behavior of the switch, forcing them to rely on blind
empirical probing with no reliable specification to validate against.
Combinatorial behavior.Observed switch behavior is determined
by how multiple features compose along an ordered pipeline under
a particular combination of data-plane packets and control-plane
rules [17, 27, 52]. This yields a large combinatorial space in which
discrepancies may appear only under rare combinations. Since
manual preflight validation covers only a small subset of runtime
behaviors, most improper combinations on the long tail often re-
main latent until they trigger failures in realistic deployments. Such
mismatches often arise when an implicit dependency changes the
effective precedence of processing stages or rule matches.

2



Towards Learned Switch Behavior Modeling APNet ’26, August 6–7, 2026, Singapore, Singapore

Weak interpretability.When failures occur, a hardware switch
behaves like an oracle that returns an output packet or a drop
decision, but exposes little about the internal decisions that pro-
duced it [24, 25, 47]. Operators typically cannot observe which
pipeline stage took effect or which rule matched, making it dif-
ficult to localize the root cause beyond coarse hypotheses. As a
result, reproducing a failure becomes a manual, iterative process,
and the postmortem often ends as a one-off workaround rather
than a reusable check that can be enforced before the next rollout.
Heterogeneous fleets. Operational networks rarely consist of a
single switch model; they span vendors, ASIC generations, and
firmware versions whose semantics can differ and evolve over
time [39]. As a result, lessons learned from one device or release
do not reliably generalize, forcing operators to revalidate assump-
tions. Worse, heterogeneity introduces interaction failures: packets
processed by one switch become the inputs to the next, so small
differences in processing can compound and manifest as end-to-end
surprises that are difficult to attribute to any single device.

2.2 State-of-the-art and opportunities
The last decade has seen the maturation of network behavior mod-
eling in both scope and rigor. A large body of work on control-
plane verification has made it increasingly practical to reason
about network-wide properties by analyzing configurations and
intent [3, 10, 15, 16, 18, 19, 22, 23, 30]. As these techniques have be-
come mainstream, major operators have reported a corresponding
shift in the dominant causes of failures: from simple misconfig-
urations to intrinsic hardware and software bugs in the switch
stack [2, 31, 57]. This shift has motivated efforts to bring behavior
modeling closer to the data plane by using programmable switch
languages as an executable semantic specification.

For example, SwitchV [2] leverages P4 specifications to sim-
ulate forwarding behavior and expose switch bugs, illustrating
the promise of P4-based modeling for validating fixed-function
switches. At the same time, existing P4 testing, synthesis, and de-
bugging toolchains [13, 27, 36, 47, 51, 52, 65] provide increasingly
strong verification and validation capabilities once an executable
model is available, but they either target programmable data planes
or assume that faithful models already exist [41, 42, 49], leaving
model synthesis for fixed-function switches a missing topic.
Opportunity 1. Network modeling and validation have largely ma-
tured. If we can synthesize models for fixed-function switches, we
can close the synthesis-verification loop and make switch behavior
modeling largely automated.

Learned models and AI-driven emulation have become increas-
ingly common across networking and systems, with applications
spanning mobile networks [4, 55, 56], congestion control [21, 58],
and cloud infrastructure [5, 29, 32, 35]. Recent work on learned
system emulators [5] further suggests a promising direction: use
AI-assisted code synthesis to translate coarse sources of truth into
executable emulation logic, and then refine the emulator under val-
idation feedback. Switches are a particularly compelling target for
this trend because their packet-processing behavior is structured
and bounded, and its semantics can be expressed in an executable
form with clear inputs and outputs. This structure creates an un-
usually strong foundation for coupling AI-driven synthesis with

symbolic alignment, turning learned models from approximate
predictors into high-fidelity behavioral twins.
Opportunity 2. Learned emulation has reached a turning point in
which AI-based synthesis can be coupled with symbolic reasoning;
switches are ideal for this vision due to grounded packet semantics.

2.3 Learned switch behavior modeling
Our project, Lumen, aims to realize a neuro-symbolic workflow
that learns the behavior model of a fixed-function switch. It takes as
input switch documentation, controller API schema, and observed
traces, and outputs an executable model that captures the switch’s
data and control plane behavior.

Figure 1 summarizes Lumen’s workflow and its behavior-space
progress. Lumen starts with knowledge extraction to distill a coarse,
machine-usable view of switch semantics. Guided by this extracted
knowledge, Lumen incrementally constructs a partial model hy-
pothesis via incremental synthesis. Each synthesized increment is
immediately subjected to model-centric alignment. This loop is de-
signed to grow the behavior space: each successful increment adds
new reachable behaviors that can be exercised and validated. When
mismatches arise, model-centric alignment produces concrete coun-
terexamples that incremental synthesis can use to update or expand
the hypothesis, steadily growing the portion of switch behavior
that the model can explain.

Once incremental synthesis produces a global hypothesis, Lu-
men shifts to complete the behavior space. It enters the other loop
driven by hardware-centric alignment on historical traces, using
the switch as an oracle to surface behaviors that were missed by
incremental exploration. When a discrepancy is observed, Lumen
invokes differential localization to isolate the minimal conditions
that characterize the missing behavior. Lumen then applies con-
strained global repair to incorporate this uncovered behavior into
the hypothesis through bounded edits. Conceptually, this loop dis-
covers long-tail behaviors under realistic workloads and folds them
into the model in a controlled manner, so that the residual disagree-
ment between the hypothesis and the hardware steadily shrinks
over iterations.

3 Solution Sketch
3.1 Knowledge extraction
Lumen extracts a structured constraint scaffold for downstream
synthesis and alignment tasks. As shown in Figure 2, Lumen derives
this information from three inputs.
Vendor documentation.Most modern pipeline specifications (e.g.,
SAI [39] or OF-DPA [9]) provide macro-level structure such as logi-
cal processing order of their features, for example that L2 resolution
precedes L3 routing. Since much of this information appears as text,
Lumen treats documentation as best-effort priors and uses LLM-
aided parsing to extract usable structure into a normalized form,
including dependency constraints, header formats and field refer-
ences. These priors are non-authoritative and are later validated
and refined through subsequent alignment.
Controller API schema. Unlike documentation, the API schema
provides a structured and authoritative view of the switch behavior.
Lumen converts the schema into a uniform representation that
includes the set of configurable features, along with their match
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Figure 2: Sources of truth for fixed-function switches

keys, actions, and priorities. To handle diverse switch stacks, Lumen
uses a learned symbolic parser that symbolically parses schemas,
while learning the mappings to canonicalize vendor conventions.
Observed traces. Lumen leverages historical traces obtained from
the user environment as a key realism anchor for alignment. Crit-
ically, these traces include both packets and the corresponding con-
troller rules, making them high-value seeds for hardware-centric
alignment. In addition to historical traces, Lumen also generates
targeted traces by executing the model hypothesis and exploring its
execution paths during model-centric alignment. Both traces are
executed on both the hardware and the model to extract outcomes.

3.2 Incremental synthesis
A central observation behind Lumen is that switch modeling is not
an unconstrained code-generation problem. This is because switch
components are constrained by a natural partial order : header de-
pendencies specify when a component can become active, while
the API reveals what header fields a feature matches and acts on,
and whether those actions alter context in ways that constrain sub-
sequent stages. Lumen uses such ordering information to replace
one-shot synthesis with an incremental synthesis roadmap.
Task decomposition. Lumen converts the resulting partial order
into an assembly roadmap by distinguishing between components

with fixed dependency order and those with bounded placement flex-
ibility. The former are pinned by hard producer-consumer relations.
For example, a component that matches on IPv4 destination fields
must follow the parser states that expose those fields, and a com-
ponent that consumes a derived forwarding identifier must follow
the stage that produces it. The latter are not globally fixed, but can
only be placed within a constrained region determined by what
they read and what their actions may invalidate downstream. For
example, a policy table may be inserted only after the metadata it
matches on has been established, yet before stages whose behav-
ior its actions could suppress or redirect. By making these bounds
explicit, Lumen derives a structured decomposition in which each
synthesis block has a well-defined interface to the rest of the model
and can be integrated and aligned incrementally.
Partial hypothesis synthesis. The central challenge in AI-based
synthesis is choosing the right unit of growth. In Lumen, that unit
is the smallest feature slice that introduces a new externally ob-
servable behavior. This choice is crucial because system-by-system
growth (e.g., synthesizing the entire parser state machine first, then
moving onto the processing stages) does not work well in our set-
ting. A parser fragment without the corresponding processing logic
often has no visible effect at the model interface, while a processing
fragment without the parser support needed to expose its inputs
cannot be exercised meaningfully. Lumen therefore grows the hy-
pothesis feature by feature, adding the parser states, match-action
logic, and output handling needed for each new behavior to become
immediately visible and testable.

Each new slice is then grafted onto the current hypothesis as a
self-contained increment. The assembly roadmap restricts growth
to slices whose dependencies are already satisfied, so integration
never invalidates the structural assumptions of the existing model.
For example, adding an L3 forwarding feature requires not only
the lookup and action logic, but also the parser support needed
to expose the relevant header fields and the output-side handling
needed to make the forwarding decision observable. Because each
increment is complete enough to produce a visible effect, the align-
ment phase can attribute any new discrepancy to the newly added
slice, keeping failures localized and allowing the model’s behavior
space to grow in controlled, checkable steps.
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Model-centric alignment. Incremental growth is only useful if
each newly added feature slice is aligned before further synthesis
proceeds. Lumen therefore places model-centric alignment directly
inside the growth loop, using it to validate the newly reachable
behaviors of the current hypothesis. After a slice is integrated,
Lumen symbolically executes the updated model to explore the
execution paths introduced or affected by that slice, and leverages
SMT solving to generate targeted test cases that exercise those paths
under concrete packets and rules. These tests are then replayed
on the hardware, and any discrepancy between the model’s and
the switch’s behavior is recorded as a counterexample. Because
the hypothesis has grown by only one self-contained slice, such
counterexamples are naturally localized: they expose either missing
logic in the new slice or an incorrect interaction between that slice
and the existing hypothesis.

These counterexamples are then fed back into synthesis as guid-
ance, allowing Lumen to refine the new slice before admitting it
into the hypothesis. In this way, model-centric alignment acts as the
mechanism that keeps growth bounded and interpretable. Rather
than reasoning about the full combinatorial space of the switch at
once, Lumen repeatedly expands the hypothesis by one observable
increment, aligns the newly covered paths, and preserves the al-
ready aligned behavior of the rest of the model. The outcome of
this phase is a structurally sound model hypothesis that captures
the core features and behaviors of the hardware switch.

3.3 Global repair
The incremental synthesis is inherently limited by the model hy-
pothesis: it can only exercise behaviors that the model already
exposes. As a result, residual gaps often remain in the long tail,
including feature interactions, corner conditions, and hidden behav-
iors that were never triggered during incremental growth. The goal
of global repair is to incorporate these residual behaviors without
destabilizing the already-aligned structure.
Hardware-centric alignment. To expose the remaining gap, Lu-
men shifts to hardware-centric alignment, where it leverages opera-
tors’ historical traces (including both packets and rules) actually
processed by the hardware switch to query the model hypothesis
under realistic packet-rule combinations. Any discrepancy between
the model and the switch signals behavior that the current hypoth-
esis does not yet capture correctly. Unlike the incremental phase,
however, the scope of such a discrepancy is initially global: once
the model is exercised, a mismatch could in principle originate from
many interacting components. Lumen therefore performs differen-
tial localization to recover a bounded repair scope. Starting from
the failing counterexamples, Lumen systematically mutates packets
and rules under protocol and schema constraints, and compares
how those perturbations affect the model and the hardware. The
result is a minimal triggering condition, together with a localized
diagnosis of which parser states, tables, match conditions, actions,
or inter-stage dependencies are implicated by the mismatch.
Constrained repair. Once localization has reduced a global dis-
crepancy to a bounded diagnosis, Lumen moves onto constrained
repair. Rather than allowing unrestricted rewrites, repair is ex-
pressed through an explicit edit surface: a fixed set of operations,

including adding, deleting, or updating parser states and transi-
tions, tables, match keys, actions, and control-flow links between
stages. A learned repair module proposes edits only through this
interface, and a compiler materializes the resulting patch into the
hypothesis. This design serves two purposes. First, it keeps the
repair process interpretable and bounded: every patch has a small,
explicit scope. Second, it limits blast radius by ensuring that global
repair refines the existing model rather than replacing large por-
tions of it. After each patch, Lumen re-runs both model-centric and
hardware-centric alignment to confirm that the targeted discrep-
ancy is resolved and that aligned behavior remains intact.

Through this global repair loop, Lumen gradually absorbs long-
tail behaviors into the behavior model. While Lumen does not claim
universal semantic completeness, it aims to cover the behaviors
exercised by the user’s observed historical traces, yielding strong
operational coverage over the packet-rule combinations that matter.

4 Preliminary Validation
In this section, we evaluate the Lumen prototype and report prelim-
inary evidence on the feasibility of its behavior modeling workflow.
To make the evaluation meaningful, we first need a ground truth
that is both blackbox to the model learning process, and quanti-
tatively comparable to the learned model. Direct evaluation on a
commercial fixed-function switch is insufficient for this purpose:
while such hardware is the ultimate deployment target, its hidden
implementation provides no way to measure model coverage, at-
tribute discrepancies, or compare intermediate synthesis progress
against a complete semantic reference. For evaluation, a controlled
P4-based testbed is therefore the only rational ground truth we can
target, because it allows the learned model and the target pipeline
to be compared under the same executable semantics and metrics. It
also lets us vary pipeline complexity in a controlled manner, which
reveals how Lumen behaves as functionality scales.

Importantly, the reliance on white-box target does not reduce
the challenge of the modeling task: during the learning process, we
ask AI agents to mask away the target details and expose only the
same sources of truth assumed by Lumen, namely documentation,
controller API schema, and observed traces. For this preliminary
validation, we establish a controlled testbed using a simplified fab-
ric.p4 [40] program running on the BMv2 software switch. We use
P4Testgen [48] to generate observed traces for both model-centric
and hardware-centric alignment. The target pipeline includes sev-
eral common switch features derived from fabric.p4, ranging from
fundamental L2/L3 lookups to more complex MPLS label processing
and ACL-based traffic policing. This setup gives us a quantitatively
comparable target, controllable functional complexity, and a clean
way to evaluate whether Lumen can synthesize and refine a behav-
ior model under realistic blackbox constraints.
Overall effectiveness. We first evaluate the two design choices at
the core of Lumen: incremental synthesis and alignment. Figure 3
shows that their roles are complementary and that both are required
for robust scaling. The full Lumen pipeline sustains high success
rate across all target sizes, indicating that bounded growth together
with symbolic alignment can keep model quality stable even as
the switch behavior becomes more complex. In contrast, removing
alignment causes errors to appear early and accumulate as the
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Figure 3: Overall effectiveness. Success rate across differ-
ent pipeline complexities (from 1 to 4 represent L2, L2+L3,
L2+L3+ACL, and L2+L3+ACL+MPLS).

pipeline complexity grows, while removing incremental synthesis
preserves strong performance only on the simple targets before
degrading as the search scope becomes larger. Eliminating both
mechanisms leads to the most severe collapse. Taken together, these
results suggest a clear division of labor: alignment is essential for
eliminating local errors, while incremental synthesis is essential for
keeping the search space manageable as complexity scales. Only
their combination yields consistently high effectiveness.
End-to-end workflow. Figure 4 illustrates the pass rate and test
case volume over a complete modeling lifecycle. The end-to-end
workflow starts with incremental synthesis (round 1-16), then
moves onto global repair (round 17-20).

Incremental Synthesis. The system progressively grows and tests
feature combinations, starting from foundational L2 forwarding and
extending to more complex capabilities such as MPLS processing.
The colored bars in Figure 4 indicate the feature increments added
during model-centric alignment. Because Lumen grows the model
in semantically isolated slices, early errors are corrected quickly
and remain localized rather than propagating into later stages. As a
result, each increment converges rapidly under model-centric tests,
showing that the growth-and-alignment loop can build a stable
model hypothesis feature by feature.

Global Repair. Once the global model hypothesis is built, the
workflow shifts to hardware-centric testing to expose long-tail be-
haviors missed by model-centric exploration. Starting from round
17, we synthesize simulated historical traces by executing P4Testgen
against the ground truth pipeline. These traces trigger long tail
behaviors and cause a sharp drop in pass rate. This drop is ex-
pected and, in fact, desirable: it demonstrates that model-centric
alignment alone is insufficient, and that hardware-centric testing
is necessary to uncover residual semantic gaps. After localization,
the pass rate recovers through global repair, indicating that the
long-tail discrepancies can be turned into actionable repair signals.
In the current prototype, this repair step is still implemented in a
lightweight heuristic manner guided by counterexample-guided
diagnoses rather than by a full differential localization engine. Even
so, the recovery trend suggests that the overall workflow is vi-
able, while also highlighting constrained global repair as the most
important remaining step toward a truly scalable system.

5 Discussion
Goal and non-goal. Lumen is designed to construct an executable
behavior model of fixed-function switch packet processing under

Figure 4: End-to-end workflow. Bar colors denote the added
features (blue: L2, green: L3, purple: ACL, orange: MPLS)
during incremental synthesis. The final red bars represent
the global repair phase.

control-plane rule state. Its goal is to reproduce externally observ-
able functional outcomes, including whether a packet is forwarded
or dropped, which egress port is selected, and how packet headers
are transformed. It is not a performance model: Lumen does not
currently attempt to model queueing, buffering, scheduling, con-
tention, timing, or throughput-related effects. These behaviors are
important in their own right, but they require a different abstrac-
tion boundary and different evaluation signals than the functional
packet-processing semantics targeted in this work.
Fidelity. Lumen does not claim universal semantic completeness
over the full behavior space of the hardware. Instead, it targets
strong operational fidelity: the learned model is expected to align
with the behaviors exercised by observed historical traces and by
the additional queries generated during alignment. In this sense,
the current model should be viewed as a progressively refined
subset of hardware behavior, while the hardware may still remain a
proper superset if some rare or undocumented behaviors are never
exposed by the history or exploration. Lumen could potentially
adopt an iterative refinement loop, where fidelity improves as new
discrepancies are discovered and absorbed into the model.
Stateful and probabilistic behaviors. The current design focuses
on the large class of switch behaviors that can be explained on a
per-packet basis under a given control-plane state, which already
covers many common fixed-function network functions. We do not
yet model stateful packet-processing behaviors such as dynamic
MAC learning, whose outcomes depend on temporal evolution. We
also do not yet model probabilistic primitives such as hash functions
used for features like ECMP. Extending Lumen to such behaviors
is a natural next step, and it will likely require richer synthesis
and alignment mechanisms that reason not only about isolated
queries, but also about hidden computation and, in some cases,
packet sequences and state transitions across multiple packets.

6 Conclusion
This paper argues that fixed-function switches need not remain
semantic black boxes to their users. Lumen shows a path forward
by casting switch twinning as a behavior-space learning problem:
it first grows an executable behavior model through incremental,
observable synthesis, then explores the long tail through hardware-
centric alignment and bounded repair. Our preliminary results
suggest that this roadmap is both feasible and promising, and point
to a broader opportunity to turn opaque switches into user-available
executable specifications for validation, comparison, and diagnosis.
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